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Original Article

Reflections on the Limitations of Defense Industrial
Security Research: Perspective of Intelligence
Collection, Analysis, and Counterintelligence in
National Intelligence Studies

Eunyeol Park
Ph.D. in Defense Industrial Security, Graduate School of Myongji University, Republic of Korea

Corresponding Author: Eunyeol Park (dmsfuf2@empal.com)

ABSTRACT

The defense industry focuses on the research, development, and production of weapon
systems, which are significant targets for military intelligence collection and analysis.
However, existing defense industrial security research has largely overlooked threats
posed by intelligence collection based on the five primary sources used by intelligence
agencies, focusing instead on policy and defensive counterintelligence. This paper
reviews domestic and international studies on defense industrial security and analyzes
real-world cases of weapon system analysis by foreign intelligence agencies to identify
trends and limitations. It highlights the need for in-depth research on intelligence
threats to weapon systems and proposes expanding defense industrial security studies
to include integrated counterintelligence approaches with  offensive
counterintelligence. The findings aim to guide multidimensional counterintelligence
research and support the development of systematic defense industrial security
strategies.
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Top Secret RUFF

LAUNCH ASSIST DEVICE TEST PROGRAMS
PAVLOGRAD SOLID MOTOR TEST FACILITY, USSR (S)

ABSTRACT

1. (TSR) This report is an analvsis of the 55-17 and 55-18 Launch Assist Device
(LAD} test area and associated LAD iest programs at the Paviograd Solid Motor Test
Facility USSR. The LAD test position previously referred to as the 55.17
LAID test position is in fact a LAD test position for both missile systems. The position
referred to as the 55.18 LA test position is probably an 55-18 canister test position

]

2 Probable LADs and airframe/canister sections for the S5-17 and 55.18
missiles were identified at the LAD test position during this studv. At least four series of
static tests were obmerved al the LAD tesi position between May 1971 and October 1978:
these tesis correlaie with the observation of Might tests of new 55-17 and 55-18 modifica
tions (mods) or varianis

i. {U) The information cutoff date for this report is The report con-
tains two tables, & graph, and 11 phn{ngr.’ph,

T2 1. NPIC(1979)2] A TH| 22 ZE B2 B1M
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T R AEE, U.S. CIA DI(1970)+= “Basic Imagery Interpretation Report’& 53l &
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QA $ES AFT FEE FUsH BA5ER o, AR f3at B4 E 8- o= 9] 119 29
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Al R AHRIE, U.S. CIA7F ZHdstal vd ofA|lEl “TECHNICAL CHARACTERISTICS
OF USSR RADARS™E A E ™ o] 117 33} o] SIGINTE &-8-5t0] 47| HojHEo]
i3t 71&d EA4S B0t AMES ER1E &= 9l [26]

] R

Approved Fondelease EMB.I'DBJ!E CIA RDP&8E00B44R000200240015-1

ATTACHMENT 1

Enclosure #2 to
TE-154546
Copy | of 5

TECHNICAL CHARACTERISTICE OF USSR RADARS

1. The attached publication "Soviet Ground and Alrborpe Radar"
(ATIC-TIS-EL-56-4) dated 31 December 1956, gives some technical char-
acteriatics of Soviet radara. ATIC's "Handbook of Sowvist and Satel-
lite Land-Based Radars"” and the Signal Corps publiecaticn "Soviet Land-
Baged Radara" gives additional technical data and can be supplied Lif
peeded., By combining the sbove thres publications one can find the
data necessary for caleulation of intercept range of & Soviet rader.
We like to calculate our own. However, the curves in the attached
publication may be of interest.

2. It is my Judgement that KNIFEREST, DUMB0O, TOKEN and CROSSPORK
will all easily intercept our vehicle. The lobe patterne of ATIC's
"Handbook of Soviet and Satellite Land-Based Radars" (not sttached)

are presented in such & way as to deceive the average reader leaving

an mnsm that the rader's remge is much less than 1t really is.
This publiceticn has led to much of the misinformation in the com-
mmnity that TOKERS and other radars have short renges and low altitude

coverage. The 31 December 1956 publicstion "Boviet Ground and Airborne
Redar” [attached) does much to rectify this misvepresentation. Without
golng into deteil in this paper, I believe the 31 December 1556 paper
-of ATIC proves that our wehicle will be intercepted by DUMBO, KNIFE-
EEST, TOKEN and CROSSFORK.

3. It may be of value to you to be reminded thet the British say
that many TOKERS heve seven Irequencles. Although the U.S. does not
admit this because they have not detected the seven frequencies, one
must remssmber that the British are usually correct in the field of
ELINT. The extra two beams would be expected to glve even better
coverage of the higher altitudes than shown in the attached publicetion.

12! 3. TECHNICAL CHARACTERISTICS OF USSR RADARS H

Y] HA AREE, U.S. CIA DI(1984)9] BilA “Foreign Submarine -Launched Ballistic
Missiles"& AW EH, offjo] 17 49} ZHo] IefA0] SSBNOY| thgh A gk A H 54 o] S=3J =] Q)
omnj, E5] ‘IAO| SSBN2 1=t} A 9] AiR=gt v 7] 4| 8] &30 WAL 0] =11,
Z|4]l Redoutabled &9toll A= o]&et ZAIE 4512 gttt = W&ol g0 Qi ol
T2 0|=10] 7| o] WA A 2414 Bt of gt 5= TekA Fol| ke FE T B4

o

[¢]

< P, 53] £25E 55 S5 MASINTE E-83E DB 1-50] 2= A=
< 1T 5 Q= di=olw[27]

tcl,l-
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™

Warking Pagnr S

The iFrench SSBNS radiate more machinary ang equipment noise than
contemporary nuclear submarnines ol the US Navy or even the Soviat
Navy placing them at a disadvantage against a guicler adversary. Now
aware of this vulnerability, the French are anempting 1o cotrect the noise
problem on their newest Azdowable-class SSBN (M-4 conhiguration).

21 4. U.SCIADI(1984)2] I2A SSBN 2t 214

oA A A=, o9 19 59} Zo] F=r9] AR} e 5 Wk U.S. CIA DI(1986)Y)
B 31A] “China Builds a Better Tank...the Israeli Way 7} 1.2H, CIA DI S=°] o|Azkd
o] P Fofl ARt 2 AT 52 25k okl BA5H AL, HalA oA ARRE SX 2
+ OSINT®F HUMINT 5°] ¥ 4% 342 4 = W8S0] A-7H2 02 AUt [28]

DIRECTORATE OF INTELLIGEMNCE
10 Fabruwary 1986

China Builds a Better Tank..the |srasli Way

Summary

Israeli defense industry technicians, working in China. are halping
the Chinese to produce a main battle tank that iz far superior to any in
their present inventory. Since series production began seven months ago,
more than 250 of the improved tanks--equipped with Israel's version of a
British-designed 105-mm main gun and an advanced fire-control
systam--have rolled off the assembly lines at China's foremost tank plant.
Although the tamk is not likely to alter the Sowiet Union's significant
numerical advantage in tanks along the Sino-Soviet border, the potential
for the transfer of additional Israeli technology may ultimately press
Moscow toward expensive force upgrades in the Far East to preserve its
qualitative edge.

721 5. U.S CIADI(1986)2] £29| JH2ks AL 2t HA] h

olE% Tt HHEAE L8oto] FIAAR gt HEEAES £35 A7) ARlE
o] HH7|E0] AREShE THfRt AESR HopojlA9] ¥yt g Ae] RS Al
ARt} SEAIRE 27 & AR A FA oA AwE Hie} o] 7|E HAREE A-toA=
S woFe] EAAQ] A7F A Zotal U=d], WA A - iE AE dAqke A6k
MdE tF= dAqelEE AR APgsta, Qe oFt Yl & WS At
HUMINT(OC - NOC), AelH FZo] o3t 7l& 52 W8 A7} SIGINT(COMINT) ¥
OSINT(Public Data, Gray Literature), QPEJRITHE A7} MASINT(Material)Q] H-E5-2
Ql tgol 7FeE AoR AEFHE=R, H-2AH(2025)0] FEE vl Zo] HREAE 3
Fo] AR mA|= Atet 3ol Slof offY 1% 69 3N 5 R A AA

FE 22 A9} o] TSI 22 DI = AT [29)]

0.
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