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ABSTRACT

North Korea’s filthy balloon has led to increased social chaos and the ROK has been unable
to come up with a solution. Therefore, the threat of filthy balloons and the response system
are studied and presented. North Korea is thought to be devising new psychological warfare
and provocation methods using rubbish balloons against South Korea. At present, they are
sending filthy balloons containing scrap wires, household waste (such as paper waste and
cigarette ends), and excrement, seemingly to ease tensions while gathering data for
provocations against the South. It is also believed that they have acquired the capability to
release leaflets from these balloons over desired locations. However, as they increase the
intensity, they are causing fires using detonating devices, and in the future, they may
escalate the threat by equipping the balloons with explosives, chemical and biological
weapons, or radioactive dispersal devices, thereby causing social chaos and posing a threat
to national defence. In fact, the United States has considered this a form of soft terrorism,
with an accuracy assessment of over 96%. Therefore, measures including surveillance and
strike systems should be established to shoot down these rubbish balloons north of the
Demilitarised Zone (DMZ). A collaborative response plan involving civilians, government,
and military should be developed, and a system to change societal awareness and train for
such scenarios is necessary. Therefore, this paper aims to minimize the damage to civilians
by destroying North Korea’s Rubbish balloon north of the DPL, and to propose practical
countermeasures in consideration of the altitude of the Rubbish balloon.

KEYWORDS

Rubbish(filthy) ballon (or Trash ballon), Psychological warfare, Soft terror, Threat scenario,
Countermeasures
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