HiALO }qu '_I'l' UhAOHEIGIT 12 135, 202514 38, 71-86%H. PrintISSN  3091-5546
O L L. - Journal of Defense Industrial Security, Volume 1, Issue 1, March 2025, Pages 71-86. .
. . Online ISSN 3091-5554
Journal of Defense Industrial Security  https://doi.org/10.22272/jdis.2025.1.1.5

=
SLH 214 AtO|HEH Ffo]=afel T ot Ay

OlZeF, A, O
| 2eEiEs Mo As ek
iRt Seioiolslnl 2ol HorAsL

SLIGHIA R AMO|HHRFHIHAT A1 p)

WKL 02! (rongyuan007@naver.com)

Qot

MM 93 B7H2 BE510] 2|0 UM0| LR HHE HTotD YO0, BIIIHE YHME B
T, QFA|AH0| gt Aoz AEICIH 2|0 DE QUAto] AlAHO| b

SENAHS THersi0] 28
YAEOR SHBI0] 2 Tef7} LS 20In, 0|2 2o, B7IoHR0| 243t 90| 2ie O[Tk, A2
S2|LIZIE FAIAH] 2t 94 T WHo| O|20{X| 1 Y MOIN D2l0| PFAAHUS Bt

UE

7| 218t 710 =2l HIF B ME0| AlFet &feol2t & 4= ULt M2t 2 =20 M= el Fe=71E
Of RFA| AR CHSE AO|HEQH 710 =211 S MT{E 1 =LY 9|4 ALO|HEQ 70| =2fRlo| 222 ¢t
124 5 FXTY () S FHA LT WSS HASHAR; Bt

Al0]
a
PFUE, P2, RAEAMOIHERL IGAO[HECH 710| =20l

X
LME
2. 219 AO[HEQHHIE Bl L &S
2.1. 218 Aol 2ot HHA
2.2. /g MO|HER LY &S
3. B2l I AO|HE Rt FHH A2f| A7
3.1. E NIST, 218 AlO[H{ 2ot 2K H
3.2. 78, MHx 2| 4SS AO|HEH HI}
3.3. €=, JUE RFAIAH AO[HEH 7t =2t
3.4. 8{2] |9 AtO|HEQE 70| =2tQl H] 1w A Zit

4. U 218 Aot Jt0| =2l -2k ef R ot

0 g

& Open Access 4.1. FLH I AIO|HEQH JI0|ERQI =R DH QA E&
4.2. L |4 AtO|H{E QL 70| E21Q1 SAt A Hiot MIA|

Haol 202414118 142 5 A=

S 2025038 17 CE=

ARESOIZL 202514038 172

ESu e 202514032312

Copyright: ©2025 Author(s)

Thisisan Open Access article distributed
under the terms of the Creative Common
s CC BY 4.0 license (https://creativecom
mons.org/licenses/by/4.0/) which permi
ts unrestricted use, distribution, and repr
oduction in any medium, provided the ori
ginal work is properly cited.

utAlOHAIT [ Journal of Defense Industrial Security 71



0|22 2I.2025. ZLif 2|4 Afo|t{Eot 70| =atel EH ot 4

Original Article

Study to develop Domestic Satellite Cybersecurity
Guidelines

Yongwon Lee’, Chang Gun Son?, Kyuho Lee®

Korea Defence Intelligence Agency, Specialist(A), Republic of Korea

2Adjunct Professor, Department of Convergence Security, Myongji University; Ph.D. in Security Management
Engineering, Republic of Korea

311G Nex1 Corp, Cyber Electronic Warfare Center, Chief Research Engineer, Republic of Korea

Corresponding Author: Yongwon Lee (rongyuan007@naver.com)

ABSTRACT

The world utilizes outer space to provide information necessary for our daily lives, and many
space systems have been developed and operated for national security. Any infringement on
these space systems will cause a lot of damage due to abnormal behavior of all systems in
our daily lives, and a very serious situation will occur in terms of national security. Korea is
also making quantitative and qualitative advances in space systems, so it is urgent to
establish and apply guidelines to protect our space systems. Therefore, this paper examines
the cybersecurity guidelines for space systems of major foreign countries and suggests
policy development directions such as consideration factors and table of contents for the
establishment of domestic satellite cybersecurity guidelines.
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