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ABSTRACT

The newly introduced drones have gained significant attention both domestically and
internationally, with their applications rapidly expanding across various sectors, including
the military, and the market size growing swiftly. Recently, as confirmed in the
Ukraine-Russia war, military drones are increasingly being used as a core power for future
warfare. In particular, drones connected to the network can secretly penetrate the enemy’s
core, quickly grasp the enemy situation, and deliver it to the commander, allowing the
commander to make real-time decisions more than ever.As the use of operations in the
military increases, cybersecurity threats against drones are also increasing. Today, in order
to cope with these cybersecurity threats, it is necessary to implement a systematic and
procedural security concept when developing drones as weapons systems throughout the
system life cycle or introducing commercial drones into the military, rather than security
solutions for operation.In this paper, a systematic test procedure was studied to assess
cybersecurity to ensure viability from cyber threats when introducing or developing drones
into the military.
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