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ABSTRACT

This study interprets the U.S. Department of Defense’s Cyber Security Risk Management
Construct (CSRMC) and Strategic Tenets as transition signals for the evolution of the Risk
Management Framework (RMF) and proposes an advanced operating model for K-RMF. A
“3-Layer x 4-Lens” framework is applied across Architecture, Operating Model, and Norms
through Governance, Technology/Operations, Scope, and Performance. The analysis identifies
three institutionalization maturity types: an operations—centered CONMON enhancement type
(S1), a hybrid transition type (52), and a limited improvement type (S3). Based on these types,
key priorities for K-RMF include continuous CONMON linked to operational metrics, automated
evidence collection and validation, and institutionalization of assessment reuse, reciprocity, and
control inheritance. Qualitative multi—criteria policy assessment and dependency analysis
further provide a phased roadmap for foundation building, expansion and institutionalization,
and transition to an operations—centered model. This study provides policy design criteria for
transforming K-RMF toward operational—-data—driven continuous risk management.

KEYWORDS
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