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ABSTRACT

This study applies a structural and neoclassical realist composite framework to examine how
North Korea has advanced its military portfolio despite severe isolation and economic
constraints. The findings reveal that North Korea’'s military evolution reflects bounded strategic
rationality, where international structural pressures are filtered through leaders’ cognitive filters
and domestic elite dynamics. While external structures determine macro trends, domestic
variables drive the pursuit of an offensive portfolio. Although optimized for short—term regime
survival, this choice traps the regime in long—term economic erosion and security dilemmas.
Consequently, the study advocates a defense paradigm shift, redefining the threat as a
“complex asymmetric portfolio.” To counter this, it proposes actionable strategies: pursuing
dynamic technology offsets, applying cost—imposition strategies, and swiftly establishing a
Korean Cybersecurity Maturity Model Certification (CMMC) framework.
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