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ABSTRACT

Recently, the defense and defense industry sectors have been pursuing a transition to a
Multi-Layered Security System (MLS) that differentiates security grades based on data
sensitivity, triggered by the introduction of the National Network Security System (N2SF). While
such risk management—based controls are essential from a national security perspective, they
can exacerbate the "Data Silo" phenomenon by structurally restricting the external sharing of
data necessary for defense R&D and industry—academia—research collaboration. This study
examined the feasibility of hybrid anonymization and on—premise generative Al-based synthetic
data technologies as an empirical alternative for Data—Centric Security that can support data
utilization for educational and research purposes, even within the environment of N2SF's strict
export and access controls.

First, to protect sensitive information within original cyber threat logs, a hybrid anonymization
preprocessing pipeline combining Regular Expression (Regex) and Named Entity Recognition
(NER) models was constructed, and all 195 identification targets in the evaluation sample
(100%) were detected and masked. Second, to reduce the risk of external APl leakage within
the N2SF high—security zone, we designed a synthetic data generation environment centered
on an on—-premise, small large language model (sLLM, Llama-3 8B) capable of operating on a
closed network and a statistics—based SDV (Synthetic Data Vault). Third, we evaluated the
utility of defense proxy data constructed from 100,000 heterogeneous cyber security logs (class
imbalance 1:19) from the U.S. Los Alamos National Laboratory (LANL).

As a result of machine learning (XGBoost)-based TSTR (Train Synthetic, Test Real) validation,
the F1-Score of the synthetic training model (TSTR) was recorded at 0.9367 compared to the
F1-Score of the original training model (TRTR) at 0.9848, achieving a performance retention rate
of 95.1%. Based on a proxy dataset, this study confirms the technical applicability of opening
and utilizing defense data under the N2SF framework, discusses that downgrading and export
decisions require institutional grounds separate from technical verification, and proposes
directions for policy and institutional improvements to foster a defense Al research ecosystem
in the future.

KEYWORDS

Defense Security, National Network Security System (N2SF), Multilayer Security System (MLS),
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1. M2

1.1. A9 ufE ¥ HeH
424 A9 A 7149 1 R B AIS(AD 71E A5 E FUIAIAY 1kedhe dhA
9] S-S AA S4oA ‘HlolE A& (Data-Centric Warfare) 02 A7 AZFA|7]21 Q]
o} [1] Hlole7} =7} QtH.e} =1E o @ ’9: Aiko 2 FARRto] whef, thot i =-HbAt Hlo]Efo]|
q%} A1EA91 Al E‘% kst 4betd E 71Rte] vldloly 4] A S = 1A FA =
= 874o] HJHh[2
131‘/} = H}H*}%} HoH A= 4717 &9 =2l 7Rkt A
(Perimeter-based Security) &< —’F off Lt o] WAl @ Fo] ofolx] X Q) Ao+
I F& 7|t o, A NER&D) ¥ 158k HA9 HolH R F/-E FRHeE T
AR 1A, ZF 2 713 9 A 71 HEel "iolE7E s
Silo)' D A7} Algke]of AL 718 =4 7| o) Wieg a1 Qirh[3-5]

FT ZR= o2t A T4 BAIL TAE S5k, QtEe} 280] XI5 G| 5]
=71 HAAA(N2SE) & =Hotitt. 20259 N2SF 7ho|EafRlof =, tjo]e 9] -8 =0
e} Het 532 719(0), W7HS), 370(0) 552E A5 BAlsk= thaEHAIMLY) 22 A
glo] ZA 3= it (6]

ol2fgt gollA 71U(C) R YIZHS) T3 W4t HlolHE gk 7821 37H(0) YYo= the
T18ol=(Downgrade)ste] 7HEst7] JsiAl=, Hlold Aol Bt &3S WAgksl= Hold
Z4] HoKData-Centric Security) 7|&©°] @4ZFolt}. A5Z 9l 71gstutA7] 7| HL {84
&Ao] 331 JFE gl Feksto] THRIPE Ko o HA 73 6| sjast] ojHok
weha] G20] FAA 9 FHA EA4S EASHAA JiA| A 7s =

)

23 WA Qb B
7199 % Gl “TARIE Syntheric Data) 71462] 4% @774 A1 401k 7-0

SHERIEYASU(KISA)S] N2SF AHARY 41 5 A2 Eet sj2{ote] AFo] Al=Ele &
AlAA[10,11], EﬂO]Eﬂ =4 HoKData-Centric Security) 7]&9] &H= »Zo|},

1.2, g7t 55 U HO|

E AE 7 BEAAAIN2SE) thEEAAAMLS) 2H4 stofA] WhAshe= BH4E glo|g 9] o
Ao HhE- A A Aok S50k, = Al 9 € w5 AeiA 451 Tiol] Qg 71&
A kS Aok d] 9 E&o] it} o]& #d HlolE $4 EHData-Centric Security)

oA W7 F RO JELS F40)5H= SlojHe| s H|AEs) 7¥T 9B AP & UL &
o]= sLLM 7|8t S-gulole YA =' & Aljbetal, ZEA| Hlo[HAS 7|HteE 11 7|&4 &
BT A 7R E AFA o' BrlstalAt gttt

oj& gt A+t FAZ 2AJ5t] At AAIAQ] At HRAL} AR 2] 8- thaat A
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5 WA WA= A 4 stollAl, 719(C) 9 9IFHS) 57 A HlolHE 37H(0) 9o ¢t
s th&1do|=(Downgrade)st’] 8l Q== 7|&2-2-84 QA 1&g

EA], WA AolH 342 tj2]s= Multi-Source ZEA] Hlo|EAIS: 1531} A4 BPAL A
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ole] BAYY BT B9 B4} F2 AIUAES DRI wALs] 9Jste], vl 2
B2 FYATRIANDE] o]71% Aol¥l 2R3, ZRA2, YEYT 58, DN9S H=g
(RedTeam) 918 Hlo|El2 ST 2 Z8A] Hlojel}e F53ch

A, So| Bl vlaPEskRegex + NER) 71%& U450k 18 72 7l 3EA4)
(Regex)°] 1 vl (False Negative)] IS S akaa, 2 7]ute] 449 S1A(NER)
2ES Y slol B vAEsL AAH e 7|HS FEst] Brh R 1 A1 el e wA|

A, Al 22 53t g0l 9] 58432 HSeth N2SF B oA 5 7Fs 3t 2
A £ AA|ZLE(sLLM, Llama-3 8B) 2 FA| 7|9t SDV(Synthetic Data Vault)&
g-85) edlolHE A5k, HAIE Y 7]8t TSTR(Train Synthetic, Test Real) B71 A A1S
Bl Y dlolE thH| e BEEE& A IS 549 A 7S FFH o R Frlgith
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= A9 ok mE Y T 7|6t BAIE Aledlth

B 1. 71E 2218 Y222 N2SFCHSE A Hlw
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HE A UZERI QIEIY / HRY S2IN 22 H[O|E] BIY=0]| M2 SE(C, S, O)E RIS A
712(C) SH TH R (L TR z|FE M| (B2 HE {K)
IZK(S) S| TIH R (Y SR ot R (HZSH, 713 SO0 H &8
SH(0) SH| =15 (LHE XI= 2EE Xish 35 ECIRE MY Al KIRER OS5 28
HolH &84 0iR ‘X2 (HIO[E 1 &lsh =2 (e 220 F7)

2 AT0A N2SPE 54 Hojele] HOHERe 714402 RS shatslAL ol wEe 1
5 385K Almg SJAsHA] ghect. sloluele u|Alsiel GHElolE AL Holel A
ARz g B84 Aolo] FBE FES] It 7144 Bustto 2 Aken], A4 52
27 9 95 9 o Bl 7lao] BePgAat 591 A% 9 HE 0] A 2o niet gtk
ofof g} [11,12]

2.2. HEXA HlAEsto| sHAIot IR BSH O+

71& v| A3} oA EEE= i W k-84 59 712 ol AR P EE FoF
SEAU WHSksl= Tgo| 4] B4 7801 AT 4= T [7] BiRo] At Zrol A7 Algk
Q1 B H|Qlo| B &, H|AEolE ol 9 F OSINT(F7/HEA 4 H)2 2% Al L& 7HA|
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(Regex)2] &A| SHAIS
a.o Agkalo 24 A774] Tk
A, A sLLM 7|5 g eold A doltt. F/dH|o]El(Synthetic Data)=
Eo} 111 E wiA == AA| AR FA7F EA5HA] ot IR e 9
UAE HoH A 1A A& oR= A4 7hs4d 5ol tieh B9 B7E &5l wek=|ojof g
th[7] &A 715t RE(SDV)[13] 2 CTGAN 71"H[14]3} BjEo], N2SF Hl& $PgollA 45 7t
tLlama-3 8B HY[15]& &8 35 =719 FH4 1S &85t dulolE 844 714

Rl
= AEY 5 Aok

3. H[AHES Mg U ¢
3.1. N2SF H|0|E{ 72 Downgrade) I0|Z 2}l
N2SF th&H o7 5lojlA] A1&(Real) WAL H|o]ElS gHAlH|o]E] 2 Hglslo] BH&3]= Hlo]
Zele thg 7 o] A
1. 42 U0 AR L B Sk 3, 105 523 B4l 4 984Uty 3 594 5, 43 598 28090
g — . xj‘ o 44 — (Privacy) Y 029
(W 259 3¢ 0 (it Z2l0A 38) Wi o 3
()
O™ 1. N2SF S EOIN|A| &M G|0|E Het BiE mo| T 2t0l
Step 12 Y= tﬂOlH FRAMWRT 7HF £9) THAR, N2SF URgold ok
(Multi-Source) 21& $A-9Hsksic},
Step 2+ AA (G| H E]E B3] DA 2, Regex? NER R 53] A]8 JHE &4
nhadslet,
Step 32 A4 9 ks WA, H]APES} Hlo]ElE ZNEo 2 SDV  sLLM(Llama-3)& S
st
Step 4+= FAHIoE A4 SAR, Y& A2 1112 hSHR] Y= HA HlolEHE A3t
A% 9 a1, 584 2 5 s PR AR ¥ 1897 ZH9 A

= F&4(TSTR)

Step 5
HESI

& FsdE
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3.2. M HI0|EAI(LANL Proxy Dataset) 2
H 2. M &t 2 O|0|E Al HA| (Methodology & Dataset)

&= okl
Z 100,000
SYF=S - 8i&5& 79,000

- 712 21,000 (4 20,0007, 218 1,0002)
i (Normal) A | 95,000 (95.0%)
Q& (RedTeam) S2A | 5,000 (5.0%)

=rd HiE 1911 (BARQIE, HE HOE Y 7IE
e HZ=84: src_user, dst_user, src_comp, dst_comp, process_name, dns_que
FEIHEHY 2 B ey
£=X[&: pkt_count, byte_count
A el 154 PyTorch, HuggingFace Transformers, On—-premise Llama-3 8B

N2SF ERF 7784 9 =4 tlo]g| 9] &5 vkEo] E71gE 24 A|oks S-5517] ste, ©
OfE] 22} W &/do] Wil Alo|H HQF Holel fARRE tla 2ARHEA FPATA(LAN
D)23)[16,1719] ©]71& Ate|H EQt 215 A+ ZEA|(Proxy) Ho|E O &2 A5G

glolg AAje] mto]mekQlS 53 auth, proc, dns, flows 212} redteam 918 215 2%
3lo], TRt Afolv] KQF 2719] AL uhye 4 QS % 100,000419] AF-g T2A] Elolg

SEER LT
100000 95,0002 (95.0%)

80000

£ 60000
=
8

40000

20000

5,0007! (5.0%)
I
0
0 1

label
21 2. LANL AfO|H 21 H|O|E{All Z2iA 22X, Normal vs RedTeam.

AR Atold HQE 3HHO] EAZ wtgst] A HolE7F 95%E Aot B
(Imbalanced) 33& ZFASIYEE YERedTeam) HlojgEo= EF C2 AH EBAl
(c2-server.net) 3 o1 WA 719k 2 eIzt 54 A|TIUA7} 2 of .

2) A. D. Kent, “Cybersecurity Data Sources for Dynamic Network Research,” in Dynamic Networks i
n Cybersecurity, 2015.

3) A. D. Kent, “Comprehensive, Multi-Source Cybersecurity Events,” Los Alamos National Laboratory,
http://dx.doi.org/10.17021/1179829, 2015.

HEMOHANT / Journal of Defense Industrial Security 96



DTk 2026. N2SF £#52| GO[E| S5 HI2F 2SS fiet 510122 HIAMESE S sLLM 7k BHIH0E 28 et o

z
= 0.9
o 0.8
e
0.7

= 0.9 *]
2 0.07 0.8
£ 040 0.52 - 0.6
g 0.34 0.46
s - 05
B 0.97 JOED
j 0.89 k¥ A
=

su du SC dc proc pkts  bytes ary label

I8 3. Ot TX ME Z2F T0j& Af2 24 SIEM

9] BAH TAZE g otAl 1o AA 24 (Pearson Correlation Analysis)& 5335}

A A A3E Y HENEY, S5 94l AlolH 919 of(label)= ZEAIA HH
(proc, r=0.89) ¥ DNS H|(qry, r=0.89)2} 733t F9] JIAE F/dstaL 3o, YEA
17 5x(pkts, r=0.52) 9 %& HIOIE (bytes, r=0.50)2F= F-o|n[et 5= TS UEt
=g

olggt X4 Ah= £ A =& F V1A 583 eeH 99 E Wit

AA, 71& Hlolg AlEdold oA TEEHUT 54 T mA et Bl 7He] v|@AAl 24

= & gAof gt ofEo] AS=| U
7FsAS AARRIEE that AJAlR0] Zarto & mAley B rdo] E4 142 7|5h= 4|
olE] %~(Data Leakage) @/Jo] slA=|lctal wke == glor, T2 A A(proc) 2 DNS
2(qry)et A 7H38AIS(=0.89)7F 9 418] A UrEhd A= A aesfof gttt Hlole ==
o 5o}l HAA9] 274 A (Decision Boundary)Q] @4 oji= 13 £ T EAjo|u 34 A7
(Ablation) A% 5 Bxo] FFo] 85|t

A, =9 #7193 BolA ZEA|A(proc)?t DNS #HE(qry) tll =2 A
(r=0.97)7} AF=E] Ut o] ol Het ZEA|A(powershell.exe 5)2] A3} 7 oHd C2 A
H TH Q1 A7t oA e 34 Alu] 2.9] E4d1} Kook kol oh. that oA 7 Al
A JQIHAE JulstA] gton, My Hps F4Eg IEE HRRE S g% 02 njoj& 4f
TAFE ARSI oH, sid Al ¥ 1 A9 QulE Uetll= A3t okl 2 s 7F A
gof| thet B Zagko 2 siAsit

AEH O, 54 HolHAlS T 2] W7t ofd, o7 HRF 271 7k At &
A 4= Zotal 9lom, o] & SRsohe 2X e A sLLM(Llama-3) 719 33 dlolE 434
glA29] F8S ASdH] ATt SAA 7122 S8 5 T

E?_{ﬂ
ox,
=

1]
=
(@)
=2
o,
e
fn)
el
0,
Y,
2
>
rlr
r o
Ay
i,
N,
52
50
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+ IPv4 / IPv6
— - Ol HA

« BZE X0 AFEXLID

- - 21 (PER)
#2213 Step 1: Regex . ZX|3 (ORG)
(Raw Log) (T2 718 opA ) + 18 M#HH (Loc)

T~ Step 2: NER Model

(=2 7|2t ot )

H|A[EH3} 2tg
(Safe Data)

T3 4. 510|22|E HIMESIE I3 &+ TS| HA

Step 1°141= 74 (Regex)= &3M IPv4/IPv6, oW B4, EE ZH| AMEAL IDE 3]
7|Ho = 12} upAFISIGIT.

Step 2°14+= HuggingFace2] BERT 715t 7§47 Q14/(NER) 2 -8&5to] Ht4lo] w3
H2]#9] QIH(PER), ZZH(ORG), T8 AvH 58 Fulz o & eFx|s}o] 24} upAZI51L}

LANL Cyberl ¥Atz== 571 A H|A 5P} o] o Hlofgjo|ug, dAtgof| A2 os &
Ask= 195719 7HJIABEE ground truth® ok B4l 21d6}kA] o}, whapA] 2 Ao
e AR 173t 19579 HIYRE ok HEf| BAH w402 F9J81, Regex T
=5 417} Regex+NER ofo] B2 & HHA] 9] B A]e3 Bl W S3itt. o] B7k= AA| LANLO] &4t
I E O HleS S7% Alo] ofyz}, AojH WA E 3ol thet '] ukAT] A 29 B4
71&g7tolnt.

e, rlr J

B3 SHE 7t B2 UEEE R UM st gXE 21t

DIAEE R HERI(Z Regex EIX|(%) Hybrid EXI(%) Regex Recall(%)
IPv4 30 30 (100.0%) 30 (100.0%) 100.0%
IPv6 20 20 (100.0%) 20 (100.0%) 100.0%
Email 25 25 (100.0%) 25 (100.0%) 100.0%

User ID 25 25 (100.0%) 25 (100.0%) 100.0%
PERSON 35 18 (51.4%) 35 (100.0%) 51.4%
ORG 30 17 (56.7%) 30 (100.0%) 56.7%

SERVER ID 30 15 (50.0%) 30 (100.0%) 50.0%

2% 195 150(76.9%) 195(100.0%) 76.9%

32 AEAE R slo| Bt H|AEs} §R ] 733’—]‘% 1'}‘5}‘41"4' Xﬁﬂ B7F i 19574 7t
2| Regex T HH4]2 150712 ©AI5H 24
4 User D2} o] YAe FAME e 2= A1 é E*‘r‘ %X]Q‘ﬂ 100. 0‘74 %X]
%At} ¥H4A Person, Organization ¥ Server 1D} o] & Fef7} chFstA L Eo]| 4—‘—01'
= A HY] Regex BAIES ZH 51.4%, 56.7%, 50.0%= A& o2 WA Yepyitt.

o]% BERT 7J§t NERZ& F7} 285 23}, RegexOlA| ®A[SHAl X3t Person 177,
Organization 1371, Server ID 15710] 712 ©A]=]o] AA| 195710] H5F A %[}t oo ot
2} Regex+NER slo]|HE| & HFA] 9] AA)| A1 &2 100.0%= Yo ™, 53] AFake AL
& ol WA S/ 2 A EO| disiA = A HAE ST 4 2= SIS
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oHek 9] ke 2 Aol 797 19579 SAIE 87 EEo] g Zao|nt. mEbA ol
OE 7 T E e AA| "M HlofE @730 drtetsio] e E!
A= < =HH, AA SFolAE F71Q1 =HIE HSEt Zho] APEA Hofl digh Ero] 913
7P7F B 83,

A% dlo|E] AAoll= Synthetic Data Vault(SDV)S] CTGANS Z-8513th ¥ dlolg 9
HEY D =AY Wy R8-S YAoK, 5YT Sy TS iAo 2 CTGANS 853t H &4

L [ ] Real
0.06 | Synthetic

0.00 = .
0 100 200 300 400 500 800 700
pKts

5. 2= CIOJERL 34 B0 JE L= RAKE(Packet Count)

N2SF H47 2H4& 735k g ulol e A4 Agolx= 220 BiX]g Llama-3 AE oj%
A5 ARESIE [15] 222 Jocal files_only §4] 02 2950 @F AP] S=&o|u} 2JF 2d
22T EASHR] s /5ot A4 Ak APAol A 2Jet JSON A71WkE HEskal &
7|0E S5 e S92 I TIolE = ARSSHA] ettt

4. SNH|0|E s W7} A Performance Evaluation)

4.1. 30|ERIC HIAMHSt0| FIHY ZT}

stolEe= ulAE5HRegex + NER) To]etele] €] 48 H7181gict. vl Hetards]
© 74 [P o] ke 4 85}0] n]e(False Negative)®] TS HSch. T2} Aio] 2]
7[9ko] NER BLE 540 2 233t 23}, x=Q] mealemol} A8 4 5 2ul 7juto
2 ehAjalo] 2 37} 3o] A4 oA 195702 100% SAISIIEH). 7} -2 LANL Alo]H B
oF 218 Agstect Sl 21 B A QeElo] BRI Hhk A4 ST Hol 7t gle.
U, A4 Wb 1 9)R iHEo] B vk vl 87 AHo] HlolE A TS BASH] gt Hhe)
(proxy) Hlo]E|= 883t 4= 9k Wekslsict. Thek ol AlA] uM HlojElete] EAS HA

4) https://github.com/saulabe-jsoh/dis2026
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St Zlo] oy, 11 $HAl= 5.2 0] A =03ttt A A9 Ho]E] 100,00071-2 S5 Hlo]Ef e} 3
7} HlolE| 2 Eejotdl o, vl s} A5 H7k= Shgoll ARSEIA] 82 21,0009 E&oky 4
7t H2Z o2 35tk stol Bt HAEs} §HA] 59| BAIE B7HE flsl AFdol A
O3t 770 Y WAAEE F7t F2of| A5, F 195719 ground truth& /453t ]

53t Yt ;o] 5] Regex T W17 Regex+NER sto] B8] = ¥41S 747t 2-85]0f
HH gX] o] BE vl st} o]t B4l AR LANL YRtz o - ok= 717 H 0] 1
171 I3t Zlo] ofyz}, ABAof Aol AEYH f-gof gt v]A]Es} A npAT] A5S
ojlA B7Fsl7] fIgk Aol

il
oL

oft i > o
A
o2
ol

2
(i,
rit
o,

4.2. Ho|E] R84(Utility) ¥ SHX FAKd AS(SDV)

HHlolE7 A HHoRE At [RtMAE ERlshy] s SDVel B7F
(sdv.evaluation)s &8sl &3 Z4 A4(Quality Score)s T3t EXE A
(Column Shapes) B7H|#E Sl 7N ¥59] SAA £ FAES ERIsHIL, AJH8A 7
A&(Column Pair Trends)< B3l H4= 79| EAE {A&S H7IoHith

4.3. TSTR(Train Synthetic, Test Real) 7|t} HEE! EIX| MS 7}

TlolB 7t At 1 A 9] Al 91 HA] HolH 2 E-8E 4 U=AE B7FsH] 28k
XGBoost #5715 0]-&3%t TSTR(Train Synthetic, Test Real) A5 4351 tt.[18] TSTR
< F/JHlolElE g5 HlolE = ARESLAL, S50l AR EA| g2 AA| B7T HlolEl & BIAE To]
HE ARgsh= Wolw, Hlw 7|Eo R = AR kg HolEe}t AA| B7t Hlol"E o83t
TRTR(Train Real, Test Real)2 A%t

B7F A e FHA EA4F S0 o LY HA Ao THHLE SRIT 5 =S
F1-Score, Precision, Recall, FPR(False Positive Rate), FNR(False Negative Rate) &
PR-AUC(Precision-Recall Area Under the Curve)= AF85}93t} F1-Score= Precision®}
Recall®] Z3}E4 0 & thZatt o] AEs}olt

Precision X Recall
Precision + Recall

5 B8O TRTRE] F1-ScoreS 7]&0 & TSTR 22 9] A& 45-8 t}oa} 7o) AAksH
Act.

F1=2x

Fl
Per formance Retention (%) = ———— x 100

T 4. IYSE TSTR (Train Synthetic, Test Real) 245 A5 A}

SkS ol F1-Score | Precision | Recall FPR FNR PR-AUC
TRTR(Real) 0.9848 0.9948 | 0.9750 0.03% 2.5% 0.9980
TSTR(SDV) 0.9390 0.9937 | 0.8900 0.03% 11.0% 0.9620
TSTR(sLLM) 0.9367 1.0000 | 0.8810 0.00% 11.9% 0.9550

A3 A3}, TRTR 229 F1-Score= 0.9848 % UERE O™, SDV-CTGAN 7|5k TSTR =&l
20.9390, Llama-3 7|5t sLLM TSTR 222 0.9367% YERTE TRTRS 7|&°0= St A%
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HE28-2 717} 95.3%%} 95.1%2 AFE =3l o]of whet 3dH|o|ElE o] 8] Sh5et F nd W
5 AA dlole gks B tiH] 52 59 B 52 FASHL e ERlst

E3] TSTR-sLLM &L Precision 1.000, Recall 0.8810, F1-Score 0.9367& LERA O
™, FPR2 0.00%, FNR 11.9%% YERTE of= 2 H7h 24 o= A BRd 34
Jlo]El7F TEE A 9SS uloh= BAl0], A 918 tlolE] F AR/ HAHA] o2 9
o)t webA A "R 5S T o= &2 Precision® 42} Recall 2 FNRES &7
AR e bd i

PR-AUC= S04 £+ S04 44 EAQ1 913 HlolElo] tiet 57 52 F7H 2
2 ZRIopr| §15t AE= L85t £ AolA= TRTR 0.9980, TSTR-CTGAN 0.9620,
TSTR-sLLM 0.955022 Uelith. ol= FAHCIHE o83t SgollA e 98 A9 &7
7FsAdo] 94 & AAE A2 HolFA|qE TRTRO) HI8] TSTR 22| Precision-Recall &
A7} D A5kE 2= VERdTE

o

H5 RAHTSIR HE d5 228 21t

Sk5 ol F1-Score s HEE H|1T
TRTR(Real) 0.9848 7IZ%(100%) X HoE 7[gt 71E B
TSTR(SDV) 0.9390 95.3% 213 Z2A Recall 0.8900
TSTR(sLLM) 0.9367 95.1% 2|8 Z2HA Recall 0.8810

I 62 Al 7HA] 85 W4]9] Fl-Score®}t A% EE28S v|wdt Zyo|ty. TRTRY
F1-Score”} 0.9848% 7F4 =A] e O, TSTR-CTGANZ} TSTR-sLLM< 22} 0.9390%
0.9367% Yehdth & TSTR 292 F1-Score A0|=0.0023 2% FA] ¢gron, ¢+l o]l
At & S55-H7E 8-S o83 & Agnto 2 T Akl o] Unky A5 Zjolg wrtstr]of

0.9848

1.0 4 (100%) 0.9390 0.9367
. (BZ895.3%) (28 95.1%)

0.8 4

0.5 1

0.2 4

0.0

TRTR TSTR

TSTR
(Real) (SDV-CTGAN)Y Llama-3)

T2 6. 28 TSTR(Train Synthetic, Test Real) s H|uW

EQF 19 72 TSTR-sLLM E&9| S8 Wephdnt. 337F 23 A4 dlolefof] gt TN
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20,0007, FP=0zdo]l.om, 913 Hlo|Eol4= EN 1197, TP 88171 °.& eyttt o]of wet
A& ZHA9] Precision 1.000, Recall 0.8810, F1-Scorex= 0.93672 A=, FPR2
0.0%(0/20,000), FNR2 11.9%(119/1,000)2 YeFHL}. o] Z3= & TEA] H7} gjo]g oA
A HolEE 8o QETh= AHIZE IR R] SkaS HolFARE AA WAL Afo]H A
ol 2 1 2% (Alert Fatigue)tt T Bl-80] 5715HA] eh=th= 2 onfsh= 22 ofy

(a) TRTR (Real) &5 #& (b) TSTR (SDV-CTGAN) £5 #™ (c) TSTR (SLLM, Llama-3) &5 #&
20,000 20,000
& 17,500 17,500
12 14 0 0
=) (FP) ) 15000 (zian (FP) 1500
12,500 12,500
25 23
¥ oo 28 16,000
<
gu" 1 25 975 890 [0 ?‘rlﬂE 119 881 R
(21tl) (FN) () ) 5,000 (%IW'EJ N (1) 5,000
2,500 - 2.500
0 1 =0 0 1 =0 0 1 =4
(B4Y) (fI8) 3 #1g) BY) (#1")
0% 2Ol (Predicted) 013 201 (Predicted) 01 2Ol (Predicted)
17 7. TSTR 20| QEY/0|E BE 82 21
£5] 98 272 1,0007] % 119710] v]eo 2 Lehgti Hol A RecallS 2 #72] 91
A /52 siAlshs Hl 5838t AH#o|tk. 13y olE HIE ARIZEA 34 8ol 24 E 5

N oX
ofy 0

15501 SIEhs AA] AL B Aol AISHA elslet. Webd mlg Ao A% 2
PT 34 5 5% 82§33 47 Adsle] sfajsHrk, Tulo]e 7]e o o]
5 9 wfele] B B oho] S g9k 7R o] rks £20E shAske o]

teh

2

et ol-_l

:LH
I

=]

o 2 0 N oof
no oft
.

)

0.

ol
_\:__‘.L
FHI

>,

ook
é
2
rN
r
(i,
H
(95}
;{
=3

O~
olr
rlo
b

%,
jin)

3t JullolEl7F A Ale|H 91 €A Aol &84 5
U= 7l~—*é—€ Holg= A ZAR E 4 Qlth 53] sLLM 7I5t e¥dulolg ks Hdo]
TRTR ™8] 95.1%2] F1-ScoreE F-XI8t A2 AA| Y glo|gof] Hsl7| o] EgoA
T-uS-E HolEAle R %%g# U= 7Fs/dS AARRE tiRt o2t 5 BEETO R 33

tlo]Elo] JHH & folu} H A Qbd/do] SH E|Qlrtar e = glom, AAE 7heA,
£ dlolg 7] R ¢ HlH4 2 5ol izt Ex9] Hetd B7Pt B asit.

TS TSTR-sLLM 237 Z2AA A DNS 9], YESA HE 5 Alolv fEy A
T TS 9 o W9 7S AIASHAIRE, o= 5 A2 Sl AR
2 Adalo|tt. £ Aol AAYE AU 34 DA 19] JakAE A AS0HA e s

=, o 21E 34 QAT HEH T SARE grfisto] siAshA] gisktt

SDV-CTGAN#} Llama-3 718 sLLM2] F1-Scoret= 22} 0.9390%} 0.9367% YERGEO.

T 2Eo] Zpol= 0.00230]31ct. wEbA 2 AS] T HlolEAl- T £ ARto & oj OP
Y78 vhalo] UdukA o g Q4sittal wshy]= ofgoh & AolA TEE RS VIECE B
o], SDV-CTGANZ @k -2 do|& 9] gdell 4-8517] -&olgt §Hd, sLLMZ 4]
At TEDEQ &8 25 A8 A9 219 FUE X8-S L83 5= lrh=Zpol7t Sl ot
T2 Aol T A/ 7HAle] Ak, AgAZE 9 BHEAIE o w2 A4 HEdS 9w
O = HlWsHA| gtoug o]t o= 7|&d £/ A oA o & ghg3itt
Z(_|

=

o
234503 2 A7 N2SF 274014 852l A dlole] 307t AR 49, stoluz=
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=

AjEolel AJHolEE 7&%‘3}04 A5 2] glojy 82 A = e 71ed ks
‘ge ZEA] HlolE 7|8 S Fol AESHAT. T2y AA A HlolH 9 kg Ee BteH

R

=
mlo
o]
Ol
[e)

S o 2 g TST HsEro s A9 4 glomt, o1F 7|7 Berga, W 59 9%
2 Pl A 2 L) witto] W asit

/dHlolEl= AA BEgke] obd 2do] /g3t 73] HlojE o LUE E4 AL A He2

7Fs7do] Yoy, mdlo] Y-S 47](Overfitting) 3 4-9-oll= 92 FE7F 152 & AUtk ©]
213t 98-S Astolr] Sla 3 TAollA ool 22 meto| A (Differential Privacy) 7%
O] 74l Z22138(Gradient Clipping) ® 0|2 FY& 571 A& o Utk tit & =7olxe=
AApd A 22 ZZ0] et Y2 HrE AIE AASHA] oo n 2 sto|HeE| vl Es)
o A mElo] Aol ABA kAT tiH] Y& 22 9ES WA HEY 34 AlUE e
719k 712 S = ook gich. 2 At 2l 22 Al tiA) ko] gt ©4] 53t TSTR #
B4 SHoA 9] 71&4] 2§ 7FsAdolt.

ohz] gdlelE Y] 4-8437F H/3 A k=] ofof SFER[9], & A9 TSTR 2HE
2R QbH/do] A Atk 9u|= siAsiAl= oF "t E3F N2SF AA A 5+ oFF &
HHE 7hs Rz ol=gt 7]EX4 74—0— Ao 7 AA =)= Zlo] ofyz}, 5.280f4 A dsk= M
R EIATEH, /A L ¥E Fx} A1 5 HEo AmF LA upet ks ojof gict,

5. Z2 U 3 A7 I
5.1. 917 20 % ool
H

A7 N2SF 2golehs 4 59k 8749] s} oA Hlole] Buo} A-18 Ao 3
Bele ujalsle} HtolE B8 THs S

b5 2EAYHEA THATLA(LANLD S Alo|H 1F 2115 EA| tlo]B & &-gsto] At
A7}, sfo]B2E(Regex + NER) HIAHE3} AA 25 A-851902 W FAE B7}F #itof] 3%t
195719] A1 tiido] B HA|- upAT = Qlet. 3t B A1 dlofEof 5A 718t RE(SDV)Z}
23788 AolHF(sLLM, Llama-3)& Z-8sto] FAJulolEE Aot 584 vlwet A,
sLLM 714t gHAdolE| & S5t BdlS TSTR Fl-Score 71 AA] dlolgl Sk R ty)
95.1%9] 352 FAISHILY.

of=et B3t A g4t tlolE 9] BiEo] Al EolA Z=A] glojE] 7[Rl & so|HE =
HlAEsle} Qo[BS ARtdt HlolH &8 Wetke AET 4 322 HojEth ot 2 A2
A WAL HlolE7E obd ZEA] glolHAlE Hide R e, AAE 3 Y 28 54
SOl Hiet HFA B W7HE s egten s AR it HloH o] Hels+ ok Ee 9
R 73S AR dSthe AHE siAfsiMe o "ot AAl 5 2 H kg o= Y
7180 Borg At 51 Axt E e AeA Ao et EE g hetkE|ofof gith

2. A2 oA A g% S5 I
2 A7) = o2 Aok AA, A A dlolE 9] o Kol &715te] LANL AfelH
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HOt 25 EA| HlofE = Egstglone, A it @] =0k HlolH £&, 2=
3, 918 7ol Aot U = e ofof w2 A+t Axke] ARteK(9] A eig-g)el= AleF
o] At} EA, d5 B7he T HolEMT T Sk 7t o] 71HksiH Wi Ao mhE
5732 AXIBIA STt A, HRMg2 195719] A1E g “%Oﬂ Wo} HA A5l HellA
Hrretded, AAPE-32 S0l it A4 g7k 2
olfel AL Hetshr] el 5 vh2t ‘%—ﬁr% OJ?L——% ’% ﬂlﬂoll‘% A Het 5l
w2 2ol A AA WA 21 Hlo|B & 285
oJejete] o7} Aol mlR|= FF= ARt © 9‘r izl LlE A1 EF—H”J /\l
T FF] Het HolHz AS HeE S, v AT PR-AUCE 23t S A1,
AAE HHA F2 52 75| Zeto|A] H7HE oA asta] 94 eyt Aol AlE1A

< £0)3A} Tt

2
o
oN
mﬁ

&3 = vlgko g T N2SF &4 Y dHdglole] 289
ARdE Alarshy] sl vt 22 FAA- A=A i B Al
A, MR EJIGFET /1Y AECIH N2SF AIA tefl 7Pg8E 3 g Elol of of
5 Wasl A A xmg} HhE %—i‘H S AR o7t ek 59, 9 5AA -8
_‘|

3 A5 AAE S8 5= SRt HlolE EHOHH]C 7S B gk A7) ae] Aet
A ZREAEL T ;slt A=t 7]—v’— nhshs ek HES Wart Al
=4, ePHgt Holg &%1&(Data Clean Room) %Oé o} = 9 Ay =+

N2SF U5 Telols B4 9 A5S oIt S A T 2Asop sk, o2 %sﬁ 9
5 QA7 ]30] B3k o] QS Hok Aol wet 8T WAL 4 Y HEoH
RAAE AESHok & Aol
Lo, B AT PYsiE Aol Bt 271 HlolHE FHOE PAYlH R4S WS
Stk WA Atk FF AToAL B AT WHEe SHgslel, B A4
(Time-series) 54 2T 44 571374 28 HolElLt 143 G4 HolE|(SAR, EO/IR 5)
o 2§ 7H5t chAHIA] B3t 3 RS AASK 1 984S AEHe T4 vk Sieo]

oF & Zloltt.
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